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Figure 1: The top section illustrates the end-to-end pipeline where a batch of images is processed into
anomaly and anomaly-free groupings. The lower section details the zero-shot diffusion anomaly detection
method using a latent diffusion model and normalized cut clustering for anomaly classification.

1 INTRODUCTION

Anomaly detection is primarily defined by two seemingly opposing qualities: confext and detail. To detect
anomalies, one must have a strong contextual understanding of the object we are trying to classify and its
relationship to other objects similar to it. At the same time, most anomalies present themselves in low-level
details that do not fundamentally affect a semantic understanding of the object (i.e., its color or a scratch on
its surface).

In many practical scenarios, this dual requirement poses significant challenges. Systems must balance the
ability to capture high-level semantic cues with the precision needed to detect subtle, local variations. This
balance becomes even more critical in fields such as industrial inspection or medical diagnostics, where
missing a minor anomaly can have substantial consequences. Recent advances in machine learning, par-
ticularly in the domain of deep generative models, have paved the way for innovative solutions to these
challenges.



We hypothesize that large-scale generative models are uniquely well posed to tackle anomaly detection. Not
only do they need to learn and understand contextual semantic relationships (via language-image supervi-
sion), but they also need to model low-level details as well (to produce appealing images). Furthermore,
these models are trained on huge datasets, such as Schuhmann et al.| (2022]), which contains over 5 billion
text-image pairs. This massive amount of data enables the models to develop a rich, multifaceted represen-
tation of visual information. As a result, they are capable of discerning even subtle deviations from expected
patterns, which is essential for effective anomaly detection.

Inspired by recent work that adapts large-scale text-to-image models for zero-shot image classification [Li
et al. (2023), we propose a novel method to adapt these models to zero-shot anomaly detection. Notably,
unlike methods such as the one-class SVM, which requires a labeled set of ”good” examples, our model is
fully zero-shot, with no labels required at any point in the detection process. This zero-shot capability not
only simplifies the deployment of anomaly detection systems by removing the reliance on extensive, curated
datasets, but it also enhances their adaptability across different domains and applications.

Our approach leverages the inherent strengths of diffusion-based generative models. The generative features
these models learn effectively capture both global semantic features and fine-grained details, which are then
used to compute noise estimation errors across the reconstruction process. These errors serve as a proxy
for anomaly scores, allowing the system to distinguish between normal and abnormal instances even when
explicit labels are not available. Through clustering techniques, such as the normalized cut, our framework
is able to segregate anomalous images based on their deviation from the learned distribution.

A critical component of our approach is the concept of score matching, which plays a pivotal role in how
our generative model learns a distribution of images. In score matching, the model is trained to estimate
the gradient of the log-density of the data, effectively capturing the structure and intricacies of the image
distribution |Song & Ermon| (2019); [Song et al|(2020). Regular images, which typically lie near the high-
density modes of this learned distribution, yield stable and accurate score estimates. Conversely, abnormal
images tend to fall in lower-density regions, leading to larger noise prediction errors during the reconstruc-
tion process. This natural discrepancy between normal and abnormal instances forms the foundation for our
anomaly scoring, as higher noise prediction errors indicate deviations from the learned norm.

The remainder of the paper is organized as follows. Section 2 provides an overview of related work, high-
lighting advances in generative modeling and their applications in anomaly detection. Section 3 describes
the dataset and experimental setup used to evaluate our method. In Section 4, we detail our proposed ap-
proach and present comprehensive experimental results that demonstrate the efficacy of our model compared
to traditional methods. Finally, Section 5 concludes with a discussion of our findings and outlines potential
directions for future research.

This work represents a step towards more robust and flexible anomaly detection systems that are capable
of generalizing across diverse datasets and application domains. By harnessing the power of large-scale
generative models and leveraging techniques like score matching, we aim to reduce the dependency on
labeled data while improving the sensitivity and specificity of anomaly detection mechanisms.

2 LITERATURE REVIEW

2.1 GENERATIVE MODELS FOR SYNTHESIS

Recent efforts on image synthesis have focused on diffusion-based techniques that offer superior quality
and versatility. Diffusion models, first introduced by |Sohl-Dickstein et al.| (2015)) and later refined by Ho
et al.| (2020) into Denoising Diffusion Probabilistic Models (DDPM), achieve impressive synthesis quality
through iterative denoising. Recent works, such as Rombach et al.[(2021) have enabled scalable, text-to-
image generation by performing denoising in the low(er)-dimensional latent space of a VAE (Kingma &
Welling| (2013)), substantially reducing training and inference costs. In recent years, industry-scale efforts
have pushed these models to new heights, leveraging massive datasets and extensive computational resources
to produce high-quality, photorealistic images with diverse and creative outputs.



2.2 GENERATIVE MODELING AND REPRESENTATION LEARNING

Generative models, originally developed for data synthesis, have increasingly been adapted for perception
tasks in computer vision. A longstanding viewpoint in the field (dating back to Hinton’s early work) posits
that learning to generate data can aid in recognizing it (2007). Early work on GANs (Goodfellow|
(2014)) evaluated whether representations learned by generating images (Radford et al.| (2015)) or
videos (Vondrick et al. (2016)) transferred well to image classification or action recognition, respectively,
but performance was always far below discriminatively pretrained models.

Recently, generative and discriminative models have also been observed to learn “Rosetta” neurons that
share matching activations on similar visual concepts (Dravid et al.|(2023)). This suggests, as further high-
lighted in [Huh et al.| (2024), that as networks are scaled up, similar representations are likely to emerge,
regardless of pretraining task. A key advantage of large-scale diffusion models, such as Stable Diffusion, is
their industry-scale pretraining; the sheer scale of pretraining on over 2 billion images has the potential to
outscale any discriminatively trained model.

For example, utilizes Stable Diffusion’s shared language-image representation to construct
a zero-shot classifier. Notably, their Diffusion Classifier outperforms supervised ResNets
and ViTs [Dosovitskiy et al.| (2020) in robustness, and in some cases, even accuracy. While this may seem
surprising, generative modeling shares strong connections with many self-supervised representation learning
methods.

For example, Vincent’s seminal work on Denoising Autoencoders (DAEs) (Vincent et al.|(2010)) highlighted
how training an autoencoder to reconstruct clean inputs from their corrupted versions enables it to learn high-
level features that transfer to tasks such as edge detection. [Pathak et al.|(2016) showed that training a model
to inpaint the center of a masked image can achieve impressive results from unlabeled data.
has achieved state-of-the art in a large amount of visual tasks by pretraining to reconstruct masked image
tokens, and then fine-tuning for discriminative tasks. Zimmermann et al.|(2021)) also shows that seemingly
discriminative methods that use contrastive learning (Oord et al. (2018));/Chen et al.|(2020); He et al.|(2020))

actually share a strong connection with generative modeling by learning to invert the generation process.

Figure 2: 6 of the 15 MVTec Object Categories With and Without Anomalies (Adapted from
(2019))



3 DATASET DESCRIPTION

We evaluate on the MVTec Anomaly Detection dataset. The dataset contains fifteen categories of close
up high resolution pictures of objects (bottle, cable, capsule, carpet, grid, hazelnut, leather, metal nut, pill,
screw, tile, toothbrush, transistor, wood, zipper), with each category being divided into anomaly free images,
and images labeled by anomaly type present. For example, the hazelnut object is divided into four anomaly
types, crack, cut, hole, and print, along with a collection of anomaly free(good) images. The entire dataset is
roughly 6000 images with around % of the images being anomaly free. The size of the images for most(11) of
the categories is 1024 x 1024, with the smallest being 700 x 700 for metal nut. We combine the anomaly and
non-anomaly images in each category for our evaluation, in order to provide unlabeled data for classification.
We show qualitative samples in Figure

4 PROPOSED SOLUTION AND EXPERIMENTAL RESULTS

4.1 GENERATIVE DIFFUSION MODELS

We begin with a brief introduction to diffusion models. Forward diffusion models gradually add noise to
data, which transforms clear images into pure noise over several steps. Reverse diffusion models do the
reverse, by removing this noise which recovers the images from random noise. Latent diffusion models add
to this approach by operating in a lower-dimensional latent space created using a variational autoencoder
which tries to emphasize semantic features in the images. This additionally reduces complexity allowing for
faster training and inference.

4.2 ZERO-SHOT DIFFUSION ANOMALY DETECTION METHOD

Our approach to zero-shot classification uses a diffusion based generative model. We divide our approach
into two stages: an error estimation through a diffusion process, and anomaly classification via a normalized
cut.

In the first stage we use stable diffusion as our latent diffusion model. We first pre-process every image in
the batch set by standardizing the image sizes to fit into the latent diffusion models framework to ensure
consistency. Then each image, z, is input into the latent diffusion model, encoding it into a latent repre-
sentation using a variational autoencoder(VAE). We let z = E(x) be the latent representation. For each
timestep ¢, randomly sampled gaussian noise is added in latent space, z; = /oy 2 + /1 — a€; where oy is
the respective scaling value from the noise schedule, and ¢; represents the randomly sampled gaussian noise.
The diffusion model then predicts the noise to remove from this latent representation, ¢; = f(2;,t,0). We
parametrize f with Stable Diffusion (Rombach et al.|(2021)); however, any diffusion model can be used in
practice. We condition f on (), the null condition. Then, our noise estimation error is E = L(¢;, €;), where £
is mean squared error. By taking the average noise estimation error [E over all time-steps, we see the average
deviation of the predicted noise from the added gaussian noise.

In the second stage, after attaining all the average noise estimation errors, we focus on the clusterings of
the errors to differentiate between anomaly and non anomaly images. The latent diffusion model when
an anomaly was present, treats these anomaly perturbations in the images as noise, creating larger noise
estimation errors, and causing anomalies to cluster further from the average noise estimation errors of good
images. We employ the normalized cut approach (Shi & Malik| (2000)), which “cuts” data into a fixed
number of clusters. Normalized cut is generally used in complex scenarios where classical methods such
as k-means fail. This cut separates the average noise estimation errors into two clusters, and we make the
assumption the larger cluster will contain the good images, and the smaller cluster as those of anomalies.

We run all experiments on four RTX A6000 GPUs. We use the libraries pytorch, huggingface, numpy,
scitkit-learn, and matplotlib (for figures). We source all model weights from HuggingFace.

4



4.3 BASELINES

One-Class Support Vector Machine (OC-SVM) is a widely used anomaly detection method that learns a
decision boundary to distinguish normal images from potential outliers. Given a set of training images, we
first resize all images to 64 x 64 and flatten them into one-dimensional feature vectors. OC-SVM then maps
these vectors into a high-dimensional feature space using a kernel function and optimizes a hypersphere
that encloses the majority of the data, effectively modeling the distribution of normal images. At test time,
new images are classified as normal if they fall within this learned boundary and anomalous otherwise. We
use OC-SVM as a baseline for anomaly detection, training it exclusively on normal samples to establish
a threshold for novelty detection. The effectiveness of this approach depends on the choice of kernel and
hyperparameters, which we tune using cross-validation on a held-out subset of normal data.

| Ours (Normalized Cut) ‘

One-Class SVM |

Object | ACC REC | ACC REC |
bottle 56.85% 53.97% 74.66%  42.86%
cable 63.37% 34.78% 66.04%  25.00%
capsule 60.97% 2.75% 51.00% 25.69%
carpet 62.97% 58.43% 70.53%  21.35%
grid 48.83% 42.11% 75.15%  22.81%
hazelnut 63.07% 80.00% 67.07%  28.57%
leather 56.91% 57.61% 67.21%  1522%
metal nut | 44.18% 33.33% 69.25%  30.11%
screw 68.33% 68.07% 63.75%  15.97%
pill 40.32% 12.77% 67.05%  21.28%
tile 50.14% 47.62% 70.61%  16.67%
toothbrush | 54.90% 33.33% 69.61%  36.67%
transistor 53.99% 47.50% 75.08%  30.00%
wood 58.59% 40.00% 73.01%  6.67%
zipper 70.59% 72.21% 62.92%  26.05%
Mean 56.93% 45.64% 6820%  24.33%

Table 1: Comparison of our proposed method and One-Class SVM performance metrics on the MVTec
Dataset. Metrics abbreviations: ACC = Overall Accuracy, REC = Test Recall (Anomaly)

4.4 7ZERO SHOT ANOMALY DETECTION

Using the noise estimation error, we performed Normalized Cut clustering on our data. We also used One-
Class SVM and compared our results to these in terms of accuracy and recall. The mean accuracy of the
Normalized Cut was 56.93%, was slightly lower than the accuracy of the One-Class SVM, 68.2%. This
suggests that in terms of simply clustering the objects into the groups of defective or non-defective, the
One-Class SVM model performed marginally better.

However, in the process of anomaly detection, what truly matters is appropriately identifying anomalies. For
our purposes, it does not matter if a non-defective product is classified as defective, nor does it matter if the
overall classification is high. We are merely interested in catching all anomalies, because in the application
context, we need to make sure that all defective products are being caught (meaning we must maximize the
true positive rate). This means that the recall value needs to be higher in our model than in the One-Class
SVM model in order for us to conclude that our model is superior. We calculated the mean recall for both of
the classes and found that the mean recall for Normalized Cut was much higher than that of the One-Class
SVM model (45.64 compared to 24.33, a nearly 20% difference). Given how much higher the average recall
was for Normalized Cut based on diffusion compared to One-Class SVM, we can say with some confidence
that the diffusion model is more suitable in the context of anomaly detection than One-Class SVM.
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Figure 3: Overall accuracy between our method and One-Class SVM on anomaly classification

Recall: Normalized Cut vs. One Class
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Figure 4: Anomaly recall between the our method and One-Class SVM on anomaly classification

Interestingly, while the mean recall was much higher for Normalized Cut than One-Class SVM, on the
individual object level this was not always the case. Both the pill and capsule had higher recall for One-
Class SVM. Given the intricacy of pills and capsules and their generally smooth textures, this might be
indicative of a potential weakness of the model in handling more minute defects. This possibility is further
supported by the fact that more textured objects, like the carpet, hazelnut, and zipper, had much higher recall
with Normalized Cut than One-Class SVM.

4.5 ANALYSIS OF CLUSTERING METHODS

As shown in Table |ZL we evaluated three clustering methods, Kmeans, Normalized Cut, and the Gaussian
Mixture Model (GMM) on the mean noise estimation error distributions.

Normalized Cut is a clustering method where first we construct a similarity matrix where each image is
compared to every other image. Now we have a fully connected graph where the edge weights are defined
as the distances between the noise estimation errors of the images. Normalized cut then creates a division



| | Ours (Normalized Cut) | ~ KMeans | GMM |

| Object | ACC REC | ACC  REC | ACC  REC |
bottle 56.85%  53.97% | 63.70% 53.97% | 8322% 33.33%
cable 6337%  3478% | 63.37% 34.78% | 73.53% 21.74%
capsule | 60.97% 2.75% 61.25% 5.50% | 62.68%  0.00%
carpet 62.97%  5843% | 6297% 56.18% | 65.49%  51.69%
grid 48.83%  42.11% | 52.92% 57.89% | 52.92%  57.89%
hazelnut | 63.07%  80.00% | 63.07% 80.00% | 69.46% 78.57%
leather 56.91%  57.61% | 46.61% 33.70% | 49.32% 30.43%
metal nut | 44.18%  3333% | 4657% 33.33% | 4627% 24.73%
screw 68.33%  68.07% | 6833% 68.07% | 66.25% 44.54%
pill 4032%  1277% | 4032% 12.77% | 39.86%  9.93%
tile 50.14%  47.62% | 51.87% 47.62% | 56.20% 44.05%
toothbrush | 54.90%  3333% | 5490% 3333% | 5490% 36.67%
transistor | 53.99% 47.50% 5847% 32.50% | 77.64%  20.00%
wood 58.59%  40.00% | 58.59% 40.00% | 6135% 33.33%
zipper 70.59%  72.27% | 69.57% 61.34% | 71238%  36.13%
Mean 56.93%  45.64% | 57.50% 43.40% | 62.10% 34.87%

Table 2: Performance metrics for each object. Metrics abbreviations: ACC = Overall Accuracy, REC = Test
Recall (Anomaly)

boundary between the two clusters minimizes the sum of the weights of the edges it cuts, while maximizing
the connectedness of the split clusters. We score similar accuracy and a higher recall on the data, showing
stronger anomaly detection performance.

Kmeans works by attempting to minimize the within-cluster sum of squares using Euclidean distance as
a metric. It achieved moderate overall accuracy and recall, however it had inconsistent performance in
distinguishing between anomalies in some of the objects in the dataset.

Lastly we evaluated using the Gaussian Mixture Model, which models the error distribution as a combination
of two Gaussian distributions. This method resulted in slightly higher accuracy but failed to achieve the same
recall performance.

Overall we chose to use Normalized Cut as it offered the highest anomaly recall, which we deemed the most
import metric in assessing anomaly classification models.

4.6 EVALUATING TEST TIME COMPUTE

As the number of diffusion timesteps increased, both accuracy and recall improved significantly before stabi-
lizing around 50-100 timesteps. Early on, the model does not have enough denoising iterations to accurately
estimate the noise component for each image, causing it to be unable to distinguish between anomaly and
anomaly free images. As more timesteps are added, the diffusion process created a better estimate of the
latent representation, and the noise estimation errors for regions containing anomalies became more pro-
nounced. Having more reverse diffusion steps allowed for the model to better remove noise from images,
improving the estimated noise gradient. This increased sensitivity to deviations in image space led to higher
recall and increased overall accuracy. However, the marginal benefit of additional timesteps diminished after
50-100 timesteps due to the model already reaching a precise enough score estimate, causing performance
to stagnate.



Effect of Timesteps on Anomaly Detection
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Figure 5: Usage of differing timesteps on the Hazelnut category from MVTec anomaly detection dataset to
compare accuracy and recall rates

5 CONCLUSION AND DISCUSSION

We aimed to improve zero-shot anomaly detection using a latent diffusion model. We started with a dataset
containing images of various objects, some of which had anomalies and some of which were defect-free.
Our model effectively classified images by modeling the noise estimation errors through the latent diffusion
process, and performing Normalized Cut to cluster the anomaly free and anomaly present images. We
achieved a higher anomaly recall rate than One-Class SVM, showing that zero-shot generative methods can
be applied to anomaly categorization.

Our method by removing the need for any labeled data demonstrates the learned representations of gen-
erative models and their adaptability in computer vision as a whole. Results of our method have future
implications for the quality-control field, and our approach could lead to improved quality control pro-
cesses. Specialists could potentially reduce the amount of time spent looking for a small amount of defective
products to include in training data, thereby preventing overfitting and risk of poor generalizability. More
broadly, potentially life-threatening defects can be identified and removed through the implementation of
our model.
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